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I.
Background
In November 1983, Dr. Fred Cohen presented the idea of a computer virus to a computer security class.  Since that time, the number of distinct viruses has increased to nearly 2000.  No longer restricted to the classroom, viruses pose a serious threat to the security of our countries corporate information systems and the integrity of our data.

In a 1991 study performed by DataQuest, 63% of all companies surveyed had encountered a virus.  In 9% of these cases, the encounter was considered to be a "disaster", affecting 25  or more PCs/diskettes at one time.  According to a 1992 study performed by USA Research, monetary losses attributed to computer viruses reached about $1 Billion in 1991.

II.
Purpose
· To establish a policy, procedure and to define responsibilities to reduce the threat of computer viruses to computer resources within [Insert Company Name Here] and its subsidiaries.

· To promote employee awareness of the threat posed by computer viruses through the establishment of a computer virus awareness program.

· To establish responsibility for overseeing computer virus prevention activities within [Insert Company Name Here] and its subsidiaries and to establish a reporting mechanism to ensure that all appropriate personnel are notified in the event of a computer virus incident.

· To ensure that anti-virus software is properly installed and utilized as required on a regular basis.

III.
Scope
· This policy applies to all employees and contractors performing work for [Insert Company Name Here] and its subsidiaries.

· Observation of this policy is a condition of employment with [Insert Company Name Here] and its subsidiaries. Violations of this policy may subject an employee to appropriate disciplinary action, dismissal, and possible legal action.

IV.
Policy 

General Responsibilities
· The corporate MIS Department is responsible for overseeing the management of all virus prevention activities with [Insert Company Name Here] and its subsidiaries.

· Each first line supervisor within [Insert Company Name Here] and its subsidiaries is responsible for ensuring subordinate employees are familiar with this policy.

· Each employee is personally responsible for understanding and observing the provisions of this policy.

Virus Awareness Program
· The MIS Department will develop a virus awareness presentation which all employees will attend on an annual basis.  In addition, the presentation will be offered periodically for new employees.  At a minimum, this presentation will cover the following information:


- What are computer viruses?


- Why should we be concerned?


- How do viruses spread?


- Overview of this policy and related procedures

· The MIS Department will provide training in the proper use of anti- virus software selected for use within [Insert Company Name Here] and its subsidiaries.

Software Acquisition and Installation
· Employees of [Insert Company Name Here] and its subsidiaries will only utilize software which has been approved for use and which is properly licensed.

· The MIS Department will be responsible for ensuring that all software introduced into [Insert Company Name Here] and its subsidiaries computers has been properly screened for computer viruses.  This includes shrink-wrapped software procured from commercial sources, shareware, obtained from BBSs or on disk, freeware, or custom developed software.

· Shareware is a legitimate class of software.  However, special precautions are recommended.  First, most shareware companies maintain a dedicated BBS to support their product.  Whenever possible you should obtain shareware directly from the author.  This reduces the possibility that a virus will be introduced in the distribution channel.

Handling of Diskettes
· Every diskette introduced into a PC is a possible source of a computer virus.  Therefore, every diskette inserted in a PC shall be scanned for virus infection.

· PCs shall never be "booted" from a diskette received from an outside source.  Users shall always remove diskettes from the disk drive when not in use.  This will ensure that a diskette is not in the disk drive when the machine is powered on.  A floppy disk infected with a boot virus will infect a machine in that manner, even if the diskette is not a "bootable" diskette.

Backup and Recovery
· It is recommended to keep all data on the network file servers.

· If a user has special software (not part of the standard configuration) on their hard disk, then that user is personally responsible for backing up their hard disk.  It is recommended that these backups be performed at least weekly.

· Each custodian of a network file server will be responsible for the daily backup of all file server programs/data.  It is recommended that daily backups be incremental (changed data) and that a weekly full system backup be performed.

Workstation Security
· Each user will ensure that only authorized users are permitted access to the network.

· Users will protect the security of personal passwords, and follow other prescribed policy regarding the selection of passwords and making periodic changes to the password.

· Users will secure their workstations when leaving their work area.  Workstations should be secured by a physical locking device (e.g.; keyboard lock), by a TSR which blanks the screen and requires a password for re-entry, or by logging off the network.

· Privileged users must be particularly careful when attempting to assist other users in virus detection activities.  Specifically, a privileged user will not log onto the network from any machine which has not first been determined to be virus-free.

V.
Procedures
Virus Scanning
· The MIS Department will install and maintain an on-line virus scanning system on all corporate Novell file servers.

· The on-line virus scanning systems primary duty is to protect data stored on the Novell file servers. This will be accomplished using a real-time scan of any data writes to the file servers, in combination with a weekly full file scan.

· The on-line system will initiate a full scan of users’ PC’s at least once a week, or whenever new software or disks are introduced.

Virus Incident Reporting
· When a virus is detected, a user shall immediately notify the MIS Department.  In addition, the following steps should be taken:


- Write down the name of the virus as provided by the AV software.


- Record any noticeable effects from the virus (e.g.; unusual disk activity, 
suspicious system behavior, screen displays, etc.)


- Post a note on the infected machine to prevent further spread of the virus.


- If the PC is on a network, as a precaution, physically disconnect the PC from the 
network.

· The on-line virus scanning systems will be configured to send a broadcast alert to the MIS Department in event of a virus detection.

· Upon receipt of a report of a virus infection, the MIS Department shall notify all users.  In particular, custodians of network file servers will be alerted.

· The MIS Department will investigate every report of a computer virus infection.  Every effort will be made to determine the source of the infection.  The MIS Department will keep all PC users and network administrators advised of the status of the investigation.  

· The MIS Department will oversee the effort to eradicate the virus from [Insert Company Name Here] and its subsidiaries.  In addition to "cleaning" the infected machine the MIS Department will ensure that all exposed machines and diskettes are also scanned for infection.
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